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Plan Slmulatlon

At your school district site, your cyber incident response team will test your district's plan using your
resources against a realistic, simulated cyber incident. The simulation is structured in a series of rounds
where each team member makes ¢ decision based on what they know. Before each round, new
information is shared before the next round begins with each team member making a new decision.
The simulation will take approximately 2-4 hours.

Simulation Features

« Inspired and influenced by real-world cyber threats and incidents

« Uses a "show your work” approach as each decision is made throughout your
district’s response

« Opportunity to coordinate and practice your response with every member of your
incident response team

« Team responses throughout the simulation will be captured for future review and
discussion

Intended Outcomes and Benefits

« Create a stronger and more complete plan by practicing your response with your
incident response planning team

« Recover from a cyber incident in a quicker, less expensive and less disruptive
manner

« Identify your plan's strengths and weaknesses

« Build team effectiveness and confidence by managing your response to a realistic
simulated cyber incident

To request more information, go to: cyber.cesab.org
or contact Corey Koltz ~ koltzc@cesa5.org ~ (608) 745-5470



